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DETAILED ACTION 
Claim Rejections - 35 USC § 103 

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-6 and 11-16 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kohinata et al. (US 2003/0129964) in view of Udom (US 2003/0023882). 

A. Regarding claims 1 and 1 1 , Kohinata et al. discloses a cellular phone comprising 
the following: 

• A bio data storage unit (figure 1 , item 21) that stores fingerprint data or personal 
authentication information from at least one or more fingers of the owner of the 
cellular phone (page 3, paragraph 0044). 

• Bio data obtaining units (figure 1 , item 19) that obtains fingerprint data or allows a 
user to input identity information. 

• An authentication unit (figure 1, item 20) that compares fingerprint data obtained 
by the bio data obtaining units with the fingerprint data stored in the bio data 
storage unit and notifies the result of comparison such as in agreement or not in 
agreement to the authentication management unit. 

Kohinata et al. discloses an authentication management unit for managing the state of 
the cellular phone and controlling the operation of the cellular phone such as speech 
and data (packet) communication (page 3, paragraph 0047). However, Kohinata et al. 
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does not explicitly disclose that an informing section transmits an authentication result 
to the communication base station if personal authentication is failed. Udom discloses a 
biometric characteristic security system in which a mobile device or "biometric security 
device" transmits an authenticator to the base station or controller, with a signal 
representing that an identification of the person has been made (page 3, paragraph 
0019). The authenticator uniquely identifies the biometric security device to the 
controller or base station (page 2, paragraph 0018). Therefore it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to transmit 
the authentication results to the base station or other security controller, as taught by 
Udom, using the cellular phone of Kohinata et al. in order to control resource access 
grants by disabling the ability of certain devices from being used to gain access. 
Furthermore, detection of the use of a stolen, pirated, or fraudulent phone along with 
verifying that a valid user uses the phone can be achieved. 
B. Regarding claims 2 and 12, Kohinata et al. discloses the following: 

• A bio data storage unit (figure 1 , item 21) that stores fingerprint data or personal 
authentication information from at least one or more fingers of the owner of the 
cellular phone (page 3, paragraph 0044). 

• Bio data obtaining units (figure 1, item 19) that obtains fingerprint data or allows a 
user to input identity information. 

• An authentication unit (figure 1, item 20) that compares fingerprint data obtained 
by the bio data obtaining units with the fingerprint data stored in the bio data 
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storage unit and notifies the result of comparison such as in agreement or not in 
agreement to the authentication management unit. 

C. Regarding claims 3 and 13, Udom discloses that a fingerprint, retina, and the 
audio frequency components of a voice are all biometric characteristics that can be 
used to identify an individual (page 1, paragraph 0010). Therefore it would be further 
obvious to one of ordinary skill in the art would recognize that a facial image is a 
biometric characteristic that identifies a person and could be used for authentication of 
the "biometric security device". 

D. Regarding claims 4, 6, 14, and 16, Udom discloses that authenticators can be 
stored in memory or electrically programmed into local or onboard memory of the 
processor of the security device (page 3, paragraph 0019) and that upon the 
determination that the biometric characteristic (fingerprint, retinal scan, or voice print 
among others) matches (or at least substantially matches) a stored parameter, the 
control system computer of the security device might provide access to a controlled 
area or resource by energizing a lock mechanism or other security device through an 
appropriate control circuit (page 3, paragraph 0024). Furthermore, the security device 
transmits an authenticator to the base station or controller, with a signal representing 
that an identification of the person has been made (page 3, paragraph 0019). 

E. Regarding claims 5 and 15, the limitations are rejected as applied to claim 4 and 
Udom additionally discloses that the characteristics of the scanned fingerprint as 
compared to those in the database are tested for correspondence and, if no 
correspondence is found program control might loop back to the fingerprint scanning or 
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to an error message step which might be used to inform a user that his request for 
access or authorize was denied (page 3, paragraph 0028). Since the authorization 
procedure can be looped back and an error message can be displayed to the user, one 
of ordinary skill in the art would recognize that the authorization procedure is capable of 
being looped back or repeated a predetermined number of times before an error 
message is displayed. This would be a design choice. 
3. Claims 7-10 and 17-18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kohinata et al. (US 2003/0129964) in view of Udom (US 
2003/0023882) as applied to claim 1 above, and further in view of Daudelin et al. (US 
6,915,123). 

A. Regarding claim 7, the combination of Kohinata et al. and Udom disclose the 
limitations set forth in claim 1 . The combination does not explicitly disclose that the 
base station stores owner information. Daudelin et al. discloses a method and system 
for monitoring an operational area of a subscriber station in which the base station 
(figure 1A, item 10) is connected to a home location register (figure 1A, item 30). The 
home location register stores subscriber information of the subscriber stations (page 6, 
lines 58-63). Furthermore, an operational area monitor within the base station of the 
wireless communications system may report communications activity of particular 
subscriber stations in their restricted coverage areas as potentially fraudulent activity 
and the authentication center provides reports to the service provider (column 7, lines 2- 
10). Therefore it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to implement the base station characteristics of Daudelin et al., 
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in the communication system of the combination of Kohinata et al. and Udom, in order 
to monitor the area and location of a subscriber system and prevent fraudulent use. 
B. Regarding claims 8-10 and 17-18, Daudelin et al. discloses that the home 
location register also provides an indication of where the subscriber station is active or 
what base station the subscriber station most recently used (column 6, lines 58-63). 
The home location register is connected to the authentication center (figure 1 A) that 
provides reports to the service provider or a predetermined organization. Although the 
home location register and authentication center are not explicitly part of the base 
station, one of ordinary skill in the art would recognize that these components of the 
communications system can be interfaced within the base station because they are 
connected to each other. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nam Huynh whose telephone number is 571-272-5970. 
The examiner can normally be reached on 8 a.m. -5 p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Curtis Kuntz can be reached on 571-272-7499. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

NTH 
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